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Aventyn® Introduces healthKrypt™ Encryption Solution for 
Safeguarding Health Information 

Processor based Multi Factor Security Secures Health Information, Meets Need for HITECH-HIPAA 
PHI Security and Trusted Medical Banking 

 
Carlsbad, California – March 01, 2010 – Aventyn Inc., an innovative provider of secure connected clinical 

information processing solutions, today announced the introduction of healthKrypt™, patent pending technology for 
securing health information and trusted transaction processing. This announcement was made jointly at HIMSS in Atlanta, 

GA and RSA2010 in San Francisco, CA. 
 

healthKrypt is simple, low encryption/bit cost and easy to implement multi factor security technology that works on 

multiple platforms, virtualization layers, cloud data and portals. Now it is possible to encrypt user ID, software 
applications and data using dynamic encryption algorithm that is specific to the user, device, content and service 

combination. By uniquely encrypting user IDs, devices and data, health record information is protected with one-click 
authentication and robust key management. Secure user profile-based accesses to provider, payer, and consumer portals 

provide CIO’s capability to offer new value-add services, extend and improve secure trusted partner transactions 

preventing theft and fraud. 
 

“The security framework for healthKrypt is built to execute security functions in a processor using known processor 
architectural constructs with minimal performance impact,” said Bhaktha Ram, CTO at Aventyn. “The custom security 

algorithms are software, user and device platform specific; protect against software vulnerabilities, prevent ID theft, fraud 
and class break scenario.” healthKrypt is deployed in real-time as a lightweight “driver” for securely executing code and 

retrieving secure data on existing standard x86 and ARM hardware and software platforms without additional 

requirements for security hardware and software.  
 

Health IT and Medical Banking systems are further strengthened with custom work-flow using processor specific security 
features with *Intel x86 AMT/VT/TXT, AMD-V and ARM TrustZone technologies for scalability.  

 

Capabilities and Benefits: 
 Harden Software, Services with Unique Identification and Authentication  

 Dynamic Encryption For Each User, Device, Services Combination  
 Configurable User, Device Centric Health Data Rights Management 

 Local and Remote Management of Access Privilege to Devices and Data 

 Protect Diverse Devices Against Tampering and Theft 
 Complements Payment Card Industry “Chip and PIN” solution 

 Easy Integration with EMRs, Banking Systems for Encrypted 24/7 Patient Payment  
 Enable Patients Review Health Statement with Secure Pay Online, Home or Office. 

 One-Click Encrypted Trusted Payment Option with Wired and Wireless devices. 
 

healthKrypt technology is available today for integration by Health IT Administrators, Platform Device OEMs, Application 

and Service Providers.  
 

Please contact Puja Kumar, Business Director by phone at +1.858.232.2698 or puja@aventyn.com to schedule demos 
and media meetings. 

 

About Aventyn Inc. 
Aventyn is the first company to deliver innovative secure connected information processing solutions with its standards 

based CLIP® solution to efficiently manage health information. Aventyn was founded by industry veterans from Intel 
Corporation, SHARP, Tarari and VIVUS Health with over 100+ years of combined experience and proven success in Health 

IT, wireless platforms, enterprise security and ehealth devices. *All marks are properties of respective owners. 
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